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Online Anonymity and Quantum Internet

I. Introduction

Anonymous communication has been experiencing a surge ever since personal computers
and smartphones have become widely available. With the advent of quantum internet, anonymity
will not only be be reachable through complex encryptions or add-on services like Tor, but will
be guaranteed by design. While this technology will bring indisputable benefits to government
operations, free speech, and personal privacy, it will also carry its own risks. It is important to
address issues such as untraceable cyber crime and document decryption risks before quantum
internet becomes widely available so that proper precautions can be put in place. For the purpose
of this discussion, let us assume that both the governing bodies, including law enforcement, and
the general public have access to the new technology. Let us examine what positive and negative
effects such a state of affairs would have and how we can maximize the benefits and minimize
the costs through the implementation of relevant precautions.

II. What Is Quantum Internet and How Does it Work?

The simplest method of understanding quantum internet is to compare it to something we
are all familiar with: the traditional internet. The internet we use today is, simply put, a series of
data transmissions from one point to another. Along the way, the information can be transformed
or, as we will discuss later, intercepted. The quantum internet accomplishes the same goal:
transmission of information. However, the process through which this gets accomplished is what
differentiates the two. Ordinary internet transmits packets of data through networks owned by
Internet Service Providers, for example AT&T or Verizon. These networks work as a sort of

highway which carries the information from the sender to to a recipient. Quantum internet uses a




